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Deb Spring 
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Notice to users 

This RISSB product has been developed using input from rail experts from across the rail industry and represents good practice 
for the industry. The reliance upon or manner of use of this RISSB product is the sole responsibility of the user who is to assess 
whether it meets their organisation’s operational environment and risk profile. 

Keeping guidelines up-to-date 

To maintain their currency, Guidelines developed by RISSB are periodically reviewed, and new editions published when 

required. Between editions, amendments can be issued. 

It is important that readers assure themselves of that they are using a current RISSB Guideline. Information about RISSB 

Guidelines, including amendments, can be found by visiting www.rissb.com.au. 

RISSB welcomes suggestions for improvements and asks readers to notify us immediately of any apparent inaccuracies or 

ambiguities, please contact us via email at info@rissb.com.au or write to Rail Industry Safety and Standards Board, PO Box 

518, Spring Hill, QLD 4004, Australia. 

RISSB product can be found at: http://www.rissb.com.au/products/. 
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1 Introduction 

1.1 Background 

It is an unfortunate fact today that our rail transport systems face challenges in protecting passengers, 
staff, information, physical assets, and their reputations, from security related risks. There are also 
regulatory obligations that introduce specific requirements with respect to security. 

International tragedies involving rail have highlighted the potential scale of risks faced by the industry. 
The country’s rail transportation systems are essential services, yet they are designed to be accessible, 
and their very function is to concentrate passenger and/or freight flows in ways that can create 
vulnerabilities for threats sources, such as criminals and terrorists to exploit. Prospects of defending 
against each of these vulnerabilities through traditional means, such as guards, guns, and gates, are 
dim. The rail transportation system is simply too large, and the threats faced too diverse and ever 
changing for such blanket approaches to work. While the likelihood of a terrorist attack on rail 
operations in Australia or New Zealand is much lower than the probability of being impacted by 
localised threats, the rail industry considers that it has the responsibility to ensure that its operations 
are as safe as possible. The industry agrees that while operations vary significantly, the identification 
and management of security related risks should be undertaken in accordance with a consistent 
framework. 

Rail transport operators (RTOs) have an obligation to manage all safety and security risks so far as is 
reasonably practicable (SFAIRP) in accordance with the Rail Safety National Law and Regulations. 

Each accredited organisation is required to have a safety management system of which security 
management forms a part. 

The railway safety and security risk profile can best be achieved through security systems and programs 
that integrate with all aspects of operations and are deliberately designed to deter security threat 
sources, taking a risk-based approach. 

This Handbook has been developed to support small to medium operators, whether they transport 
people or freight or both, with meeting their regulatory and corporate objectives with respect to 
security risk management.  Larger RTOs have established and mature security systems which are 
commensurate with their levels of risk.  However, the underlying principles would apply across the rail 
industry. 

1.2 Structure and Application 

This Handbook has been developed to assist smaller to medium sized RTOs with effectively managing 
security related risks. It should be read in conjunction with Handbook 2, which provide guidance in the 
implementation of security strategies. 

This Handbook recommends a more bespoke framework for the application of security risk 
management in the Australian and New Zealand rail industries, to support less-complex operations. It is 
a fluid document that will be monitored and refined in order to maintain international best practice for 
transport security. 

This Handbook is subordinate to any relevant legislation or regulation concerning rail transport security. 

It is recognised that differences in RTOs will necessarily introduce variations in the risk profiles of those 
using this Handbook. This document has therefore been designed to be used as the basis for developing 
and implementing security policy, procedures, systems, and practices, which are contextually relevant 
to individual RTOs, within a consistent framework. 
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