Digital Transformation
of the Australian Ralil

The Overland Group
RISSB Horizons 6.0 2024

R — Qe



Abstract

The digital transformation of Australia’s rail network is essential to maintaining competitiveness in a rapidly
evolving global market. Through implementation of Internet of Things (IoT) technologies, this paper
focuses on improving asset reliability, reducing capital and operational costs, and enhancing safety and
sustainability. By shifting to predictive maintenance models, the rail sector can minimise unnecessary
maintenance costs, prevent unexpected failures, and optimise operations. 10T solutions also play a pivotal
role in improving passenger experiences through real-time data, smart ticketing, and enhanced service
management. However, the Australian rail industry faces significant challenges due to legacy systems,
varying levels of digital maturity across urban and regional networks, and a lack of standardisation.
Overcoming these obstacles will require increased investment in infrastructure, workforce development,
and data-driven technologies to align with global standards and ensure long-term success in the digital
era.

Australia’s rail network, spanning over 33,000 kilometres is a critical part of the nation’s transport
infrastructure. Given the geographic and environmental challenges, the risk of unexpected failures,
labour shortages, and the logistical complexity in remote areas, the Overland Group believes many
of these issues can be mitigated through the adoption of loT technology. This report examines key
pain points in fleet maintenance, rail asset management, passenger experience, and environmental
safety, suggesting that by shifting to a condition-based or predictive maintenance model, ralil
operators could significantly reduce costs, improve safety, and address infrastructure issues more
efficiently.

However, the vast scope of the rail sector poses challenges for digital transformation, particularly in
achieving consistent standards, integration, and efficiency across different regions and services.
Currently, the level of digital maturity across the Australian rail sector varies, with urban networks
like Sydney Metro leading in technology adoption compared to regional and freight networks. Legacy
systems and a lack of standardisation complicate investments, especially in a global context.

Globally, rail networks are advancing through digitisation, data analytics, loT, and automation.
Examples include Transport for London’s predictive maintenance initiatives and the fully automated
Dubai Metro. These innovations are improving efficiency, safety, and infrastructure monitoring. In
Australia, while the adoption of new technologies is underway, significant challenges remain. More
investment is required to overcome legacy infrastructure and connectivity issues, particularly in
remote areas, to bring the sector in line with global standards.




loT Systems

What is 1oT?

The Internet of Things (loT) refers to a network of
uniquely identifiable physical technological objects
embedded with sensors, actuators, and hardware
devices that enable them to connect, communicate
and exchange data over the internet.

In the context of the rail sector, 0T technology
provides real-time information and control over rail
assets, enhancing the efficiency and safety of
operations and providing a better passenger
experience.

These devices can monitor everything from track
conditions to train performance, allowing for
predictive maintenance and optimised asset
management. |oT is a cost-effective digital solution
that is highly adaptable making it a key enabler in
the rapid digitisation of rail industry.

A typical implementation of IoT technology within a
rail system is shown on the right.

Applications of loT in the Rail Sector
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Traditional time-based maintenance schedules may lead to either over maintenance (replacing parts
too early) or under maintenance (replacing parts too late) both of which are costly and inefficient.
loT solutions can improve maintenance and reliability.

Automatic Vehicle Inspection System
(AVIS): AVIS represents a step forward
in condition-based maintenance. AVIS
uses infrared scanners, RFID tags, and
thermal sensors to collect real-time data
about a train’s wheels, brake pads,
undercarriage, and other components.
This data is then processed to enable
predictive maintenance, where actions
are taken based on the condition of the
equipment rather than a fixed schedule. SSSs
This system not only improves reliability ==

and safety but also extends the life of F
key components, as demonstrated by
the Central River’s Voyager fleet in the




UK, which saw increased brake pad life after implementing AVIS in 2014.

Remote Monitoring Systems: In addition to AVIS, remote monitoring systems have become
essential for tracking the performance of critical train systems such as doors, propulsion, and air
conditioning. Using sensors and data loggers, these systems continuously monitor the train’s
condition, allowing for timely responses to any operational issues. These systems enhance reliability
and reduce the risk of unplanned downtime, ultimately ensuring better service for passengers.

Augmented Reality (AR) in Fleet Maintenance: AR is revolutionising the way technicians
approach fleet maintenance. Instead of relying on outdated paper manuals and diagrams, AR allows
maintenance workers to overlay technical data and instructions onto real-world views of equipment.
This technology speeds up problem identification and repair, reduces errors, and provides on-the-
spot guidance. AR also enhances training for new technicians and allows remote experts to assist
in real time, improving overall workforce efficiency.

Passenger Experience

Frequent train services and reliable, real-time information are essential for a smooth passenger
experience. However, issues such as overcrowding on platforms, a lack of real-time updates, and
inadequate facility management can significantly affect customer satisfaction. The implementation
of loT technology offers significant opportunities to improve customers comfort, and safety.

Smart Ticketing: lIoT technology has made smart ticketing a reality, allowing passengers to use
smartphones or contactless cards to access the rail system. This provides a seamless experience,
with real-time fare adjustments based on demand, weather, or travel conditions.

Managing Overcrowding: loT sensors combined with video analytics can monitor passenger
density at stations and platforms in real time. Rail operators can then use this data to adjust train
schedules or platform assignments, reducing overcrowding and improving passenger comfort.
Additionally, commuters can be directed to less crowded areas of the platform through digital
signage or app-based alerts.

Facility Management: Sensors installed in station facilities, such as bathrooms and waste bins,
can monitor usage levels and alert staff when cleaning or maintenance is needed. This proactive
management reduces wait times for passengers and improves the overall travel experience.

Personalised Services: By analysing passenger data, rail operators can offer more tailored
services. For instance, loT systems could
recommend seating options or notify
passengers of nearby services like restrooms
- or cafes based on their previous travel habits.

Enhancing Inclusivity: loT technology can
also cater to the needs of neurodivergent
passengers, such as those with autism or
sensory sensitivities. Features like
customisable alerts, calming visuals, and
noise-reduction options in mobile apps can
provide a more comfortable travel experience.
Smart sensors that monitor lighting and noise
levels ensure that stations and trains are
conducive to a wide range of passenger
needs, promoting a more inclusive
environment.
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Asset Maintenance

Assets can be challenging to inspect thoroughly, and workforce shortages, along with time-
consuming training, further strain maintenance efficiency. loT solutions address these challenges by
enabling real-time monitoring and predictive maintenance, improving both safety and operational
effectiveness.

Predictive Maintenance: Sensors placed on rail infrastructure such as tracks, bridges, and tunnels
can continuously monitor conditions and detect anomalies like stress, vibrations, or wear. This data
enables predictive maintenance, allowing operators to address issues before they result in
breakdowns.

Remote Inspections Using Drones and Robots: Drones and robots equipped with IoT technology
can perform visual inspections in difficult-to-reach areas, reducing the need for labour-intensive
manual inspections. This is especially useful for new structures designed with a lifespan of 100
years or more, where safety and efficiency are paramount.

Building Information Modelling (BIM): BIM integrates sensor data, inspection reports, and
maintenance records into a 3D model of the asset. Engineers can use this model to simulate various
maintenance strategies, track the progression of defects, and make informed decisions on the best
course of action. BIM also improves accuracy by providing real-time visualisation of defects,
ensuring more effective maintenance planning.

AR in Asset Maintenance: Similar to its use in fleet maintenance, AR can overlay data onto real-
world structures, allowing maintenance crews to explore design options and different repair
strategies more easily.

Environmental Monitoring and Safety Compliance

Monitoring air quality, vibration and noise can be a challenge, especially during construction. loT
can be an effective tool to consistently monitor these across all rail projects. Safety aspects can be
improved through loT technologies such as sensors, GPS, RFID, and data analytics, enabling real-
time monitoring and predictive maintenance to minimise risks and ensure a safer railway
environment.

Noise Pollution: IoT sensors can monitor noise levels around rail infrastructure and alert operators
when they exceed acceptable thresholds. This is particularly useful in high-traffic areas or during
construction projects. Sensors can also be installed at stations and level crossings to monitor noise
exposure and ensure compliance with local regulations.

Air Quality Monitoring: loT sensors placed on
trains, maintenance vehicles, or construction
sites can track pollutants such as diesel fumes. §#
By identifying areas with high levels of air §
pollution, rail operators can take action to reduce
emissions and improve environmental
sustainability.

Weather and Vibration Monitoring: Weather @&
stations and vibration sensors can detect |
environmental conditions like flooding,
landslides, or extreme temperatures that could
affect rail infrastructure. Real-time data from
these sensors allows for predictive maintenance and helps prevent weather-related incidents.
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Wildlife Protection and Intrusion Detection: loT technology can also be used to detect animals
or trespassers on tracks and automatically alert rail operator security. This would reduce the risk of
collisions, reduce occurrence of property damage and improve safety.

With such a huge variety of asset types, from different eras and from different OEMSs, there is a
considerable challenge when retrofitting an asset to extract data.

] @ <~ B Wl

Interoperability and Standardisation: Rail systems often involve a mix of old
and new technologies. Ensuring that loT devices and systems can communicate
across different platforms and standards is a major hurdle. The lack of
standardisation can limit the ability to scale solutions across different parts of the
network.

Data Management and Integration: loT devices generate vast amounts of data,
which must be collected, stored, and analysed effectively. Managing this data in a
way that is secure, scalable, and able to be integrated with existing systems poses
substantial challenges, especially given the varied data formats and structures.

Security and Privacy: |0T devices expand the attack surface for cyber threats.
Ensuring the security of data and protecting against unauthorised access is critical,
especially since rail systems are part of critical infrastructure. Privacy concerns,
particularly related to passenger data, also need stringent controls.

Cost and Investment: Deploying loT solutions can be costly, especially when it
involves upgrading legacy systems or implementing new technologies across
widespread and varied locations. Funding these upgrades requires significant
capital investment, which might not be readily available.

Environmental and Durability Challenges: Rail infrastructure is often exposed
to harsh environmental conditions, which can affect the reliability and longevity of
loT devices. Ensuring that these devices can operate effectively in diverse and
often extreme climates is a practical challenge.

Regulatory and Compliance Issues: The rail industry is highly regulated, and
any new loT implementation must comply with existing regulations and standards.
Navigating these requirements and ensuring compliance can slow down the
deployment of new technologies.
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Build a clear vision

Organisations must clearly communicate
that digital transformation enhances roles
and shifts the workforce's focus. Rather
than replacing jobs, new data and tools
empower employees to make informed
decisions and take greater ownership of
their work. For instance, when data
redefines the timing and location of
tamping operations, it's crucial to involve
employees in this new approach to ensure
they feel valued and engaged. Employee
engagement is key to gaining workforce
buy-in. Addressing concerns and clearly Shifting Manage
articulating the benefits of these changes Workforce Data

will help employees become advocates for
the transition. Strong leadership is Flexible IT

essential, with leaders who understand Infrastructure
the importance of technology and possess

digital skills and an innovation-focused

mindset. Leadership development
programs should prioritise these areas to
effectively guide the workforce through the
digital transition.

Off the shelf solutions

Off The Shelf

Solutions

Cyber Integrated
Security Data Platforms

Build a Clear
Vision

Prioritising off-the-shelf solutions is a strategic approach that can significantly streamline the digital
transition in the Australian rail sector. Off-the-shelf solutions are readily available, tested, and
supported by suppliers, reducing the time and resources required for implementation. By choosing
solutions that are designed to work out-of-the-box, the rail sector can avoid the complexities and
risks associated with extensive customisation, which can lead to challenges in maintenance,
compatibility issues, and difficulties in future upgrades. Excessive customisation also jeopardises
the ability to progress with the supplier’s product updates and innovations. This approach allows the
rail sector to benefit from ongoing improvements and support from the supplier, ensuring that the
technology remains current and effective in the long term.

Integrated data platforms

Integrated data platforms are essential for ensuring that data is accessible across the entire
enterprise, enabling a unified approach to data analytics and cross-platform integration. For these
platforms to be effective, it is crucial to establish processes that actively maintain data, ensuring it
remains accurate, relevant, and fit for the purpose of driving analytics and decision-making.
Comprehensive data solutions are critical to supporting future use cases, allowing the rail sector to
adapt and innovate as new challenges and opportunities arise.

Manage data

A sector-wide data taxonomy would be a significant step forward in fostering innovation across the
industry. By standardising how data is categorised and used, and committing to making data openly
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accessible where appropriate, the rail sector can enhance collaboration and spur advancements in
technology and operations. Data should be treated as an asset, requiring its own maintenance and
management to ensure its integrity and usefulness over time. This perspective ensures that data
remains a reliable foundation for ongoing digital transformation and innovation across the sector.

Flexible IT infrastructure

Flexible IT infrastructure is necessary to support the evolving needs of the Australian rail sector as
it embraces digital transformation. By prioritising low-technology solutions that allow for
configuration through software, the sector can achieve greater adaptability and responsiveness
without the need for costly hardware upgrades. Emphasising a cloud-first approach for processing
and storage further enhances this flexibility, providing scalable solutions that can easily grow with
the demands of the network. This approach ensures that the IT infrastructure remains agile, cost-
effective, and capable of supporting future innovations and expansions.

Similarly, to deploy IoT for legacy railway systems, it is possible to start small and grow from there.
In the train fleet there might be two or three recurring technical issues that affect its reliability and/or
safety. One simple loT device with the capability to collect the data from a handful of sensors and
send it to network or mobile application might offer a significant improvement. As experience grows,
the approach can be extended to cover more train systems.

Shifting workforce

Shifting the workforce is essential for organisations aiming to enable digital transformation. This shift
involves supporting new roles such as database technicians, data scientists, and IT support staff.
Reskilling and upskilling the existing workforce are critical to effectively leverage new tools, systems,
and processes. This includes providing training in areas like data analytics and cybersecurity.
Establishing a base level of digital literacy across the entire workforce is required to ensure that
everyone can contribute to and benefit from the digital transition.

Cyber security

Organisations should develop strategic plans to ensure that cyber security risks are managed with
increased digitisation and interconnectivity. Cyber security is an evolving threat, and considerations
need to be made to system resilience, software upgrading, and building organisational awareness
of cyber security dangers.

Australia's rail network faces significant challenges in its digital transformation due to its vast
geographical scope, regional disparities in technology, and reliance on outdated systems. While
there are examples of networks at the forefront of technological adoption, many others lag behind.

A digital transformation centred on loT offers a cost-effective, adaptable solution with strategies that
enhance efficiency, safety, and reliability. These solutions are already available and can deliver clear
benefits in areas such as fleet and asset maintenance, passenger experience, environmental
monitoring, and safety compliance.

The four-stage strategy outlined in this report provides a five-year roadmap to progressively build
digital capability, create value, and ensure long-term sustainability. Embracing digital transformation
in Australia’s rail sector will require leveraging new technologies, fostering a skilled workforce, and
ensuring robust data and cybersecurity practices to enhance efficiency, safety, and the overall
passenger experience.
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